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Ru.sian oc 

Destructive Sects and CUlt-Type Groups 

Information Security on .ecure documents 

Operation Security Lessons Learned 

Bound publications were up over 40 percent from 
Py 94 to FY 95 and distribution to State and 
local law enforcement agencia. a180 surpassed 
the previous year. Three additional 
publications are in the process of being 
printed: 

International Traffic in Arms (ITAR) 
Publication 

Militia Update 

- Bella Angela World Run 

There i8 now a greater involvement of the 
Intelligence Division 1n foreign field offices. 

The International Enforcement Brancb (lEa) was 
transferred into tha· Intelligence Division 
where it is aora appropriately located. 

Expanding the responsibilities of ID has been 
enacted, realigning all of our foreign field 
offices under the Intelligence Division • . 
on-site reviews of the operations of 
intelligence division employees assigned 
outside of ATF Headquarters including Lyon, 
France; Ottawa, Canada; Bogota, Colombia; 
Mexico City, Mexico; £1 Paso, Texas; and 
Johnstown, Penn.yl vania. 

1. Increase collection and dissemination of 
intelligence information with Regulatory 
Enforcement. 

a. Assigned a Regulatory inspector to the 
Tactical Intelligence Branch on 
August 21, 1995. This is the second 
inspector who has been assigned to the 
division. 
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Developed a joint Requlatory/criminal 
Enforcement Alcohol/Tobacco Training 
Program in mid-1995. A conference was 
held from September 11 to 15, 1995, in 
order to accumulate data and share 
information to be used 1n this new 
initiative. The conference was attended 
by 60 people, including special agents, 
Regulatory field inspectors, Chief 
Counsel, and aanagament. Presenters at 
thi. conterance included the Royal 
canadian Mounted Police, staff from the 
Department of Justice, and two assistant 
u.s. attorneys. 

c. Developed joint alcohol/tobacco training 
course. 

d. Enrolled a Regulatory inspector into IO 
Training. 

e. Established .onthly meetings with 
Regulatory Enforcement Branch level 
personnel. 

f. The Chief, Intelligence Division began 
periodically attending Regulatory 
Enforcement DAD(RE)/Division level staff 
meetings in July 1995. 

g. In March 1995, began routinely providing 
Regulatory personnel intelligence 
brief •• 

8. During FY 95, 10 Advanced Serial Case 
Manag .. ent (ASCME) reque.ts for assistance were 
conducted. The ASCHE computer software program 
assista special agents with analytical and 
intelligence support in the event of major case 
incidents. 

9. An ATF ASCME training cours.1I haa bean 
developed to m.et the demands on this program 
while at the aame ti.. decreasing training . 
costs by eliminating contractor training. In 

II ATF's -Advance Serial Case Management System 
manual produced in 1995; Bate. Stamp Number 026817-
026904. 
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September 1995, this courae vaa pre.ented at 
the Federal Lav Enforcem.nt Training Center to 
26 employ.... Coura. participants included 
int.llig.nce &naly.ta, inve.tigativ. 
a •• iatent., int.lligenc. clarka, and special 
ag.nt.. In addition, appropriate portions of 
thia cour.e vill be taugbt during the 
.xplo.iv •• segment of HRT to .pecial agents. 

10. An increase in on-aite cas. specific support 
ha. been provided to field divisions on several 
occaaiona. Thi. include. on-aite support to 
the .a.bville, San Francisco, Los Angeles, 

11. 

12. 

13. 

14. 

15. 

.ew Orl.an.~ and Dallas Field Diviaions. 

Both toll analysis and link analysis requests 
were up in Py 95. 

Tbe IRtJ vas created to assist special aCJents in 
intelligence aattars on aajor investigations. 

On. fulltim. Headquarters IRS was assigned to 
work a ••• t forfeiture,aajor case •• 

A threat data ba.. to track and analyze the 
increasing number of threat. received by Bureau 
personnel bas been developed. 

Intelligence .ewa on our LANS published over 
150 articles in FY 95. Also, ratrieval 
capabilities through word search were added in 
FY 95. 

16. OVer 20 intelligence briefs were sent to both 
cri.inal Enforcement and Regulatory Enforcement 
during the past 6 months. 

17. Tbe Intelligence Division baa routinely 
coordinat.d with Training and Professional 
Develop.ent personnel on course development and 
foreign training issues. 

D. B.tt.r i8t.l1ig.80. 000r4i .. ,108 betY"R 8BT' 
aR4 IDy •• tig,t!Dg Aq.Rt. 

Intelligence officer positions were created in 
the SRTs. This position assists the SRT with 
ti .. -sensitive tactical intelligence 

~ information. 
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•• lepl ... ,t AD auOl, propr.. to cORtinu.ll! 
'BlUr' prop.r utl1i,et'0, of tb. .Xi.t'D9 fi.14 
.1.1.10D ",. lAd 10. 

DI1cu"IQla 

Th. Waco r.port bas identifi.d •• veral operational 
•• curity d.fici.ncie. in the preparation and 
ex.cution of the raid at the Branch Davidian 
Coapound. 

Th. Waco report particularly identified the 
following flawa in the operational security: 

1. Advance notice vas given to an ambulance 
service during final preraid preparations, 
vhich re.ulted in the raid being compromised. 

2 • Maas aoveaent of AT' vehicles and personnel 
fro. Fort Rood to Waco occurred on Sunday 
aoming, February 28, 1993. 

3. Communications conc.rning the pending operation 
took place vith the Waco Tribune. 

4. An ag.nt va. not a •• ign.d to oversee 
operational .ecurity. 

5. Nona.cured cellular telephone communications 
and radio traffic in the clear (nonsecured) 
mode vas occurring prior to; during, and 
following the attempt to ex.cute the raid. 

CORBIC'fID ac:rr10l81 

&. Dlu1" 'olie 

ATF bas developed an operational security policy 
that 8uppl .. enta the National Response Plan. Tbis 
plan identifies a special agent a8 the operational 
security supervisor of large operations. This 
supervisor will be 801ely responsible for all 
operational security in support of the mission and 
will have the authority, through the commanders 
involved in the operation, to remove persons who do 
not adhere to .ecurity policie.. Tbe supervisor 
will also be involved in developing and over~eein9 
the plans of the operation in an effort to ensure 
operational .ecurity in all facets of the mission. 
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B. Proyi" ftlbi• 

ATT i. in the procIss of implementing several 
chang.. in training proqr... in an effort to 
dlv.lop a .or. comprehensive avar.n.s. of 
operational •• curity for all apecial agents. We 
bav. rec.iv.d training in operational .ecurity from 
the Hationa~ Security Ag.ncy and th. u.S. Secret 
Service. 

ATF ha. iJlplemented operational •• curity trainingl2 

in a criaia .anagement course for all SACS and 
ABACS. U This cour.e haa been d •• igned by the lAO. 
It will beighten all potential field commander.' 
awarene.s of our need to be ever mindful of 8uch 
pitfalls that could compromise an investigation. 

c. 'DUo Ip-Ioul. CAMbiliti •• 

On September 17, 1995, a new position of Program 
Manager, Operations Security, was filled in ATF 
Headquarters and is assigned to the Deputy 
Associate Director crillinal Enfore .. ant (Programs). 
Tbe incumbent will develop polici.. and program. on 
a national level to enhance operational security 
within ATF. 

ATF has also expanded its in-hou.e capabilities to 
provide medical support with operational security. 
It bas entered into a ... orandua of understanding 
(MOU) with the Uniformed Services University of the 
Health Sciences casualty care Research Center Which 
will provide AT? with medical support teams for 
specific law enforceaent operation •• M Further 
details of this prograa are emphasized in finding 
"V· of this report. 

D Operational Security Lessons Learned, dated 
June 15, 1995; Bates stamp Number 026714-026733. 

I) Investigative Operational Security Course 
outline; Bates stamp Number 026747-026750. Also ATF B 
8800.1, Disposing of sensitive but Unclassified 
Information; Bates Staap Number 26751. 

M Memorandum of Understanding between ATF and The 
Uniform.d Services University of the Health Sciences; 
Bates stamp Number 026963-026965. Also ATr'a Emergency 
Medical Program position Paper; Bates Stamp Number 
026752-026754. 
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ATF i8 in the process of developing a higher level 
of security regarding radio communications. On 
each operation, ATF will examine the operational 
•• curity of radio communications, in particular, 
u.e of the digital encryption privacy mode for all 
_embers of the operation. The digital encryption 
privacy mode prohibit. the interception of 
communications by subjects, news media, or the 
general public. On special operations, ATF would 
also consider providing Bureau communications to 
any assisting state and local law enforcement. 
This would enable ATF to become self-reliant and 
would eliminate the need to use additional outside 
law enforcement communications. ATF is planning to 
utilize an updated communication system that will 
enable each radio to receive a .ecure digital 
encryption code change over the radio frequency. 

In this way, ATF will be able to make secure code 
changes to all radios staultaneously during an 
operation without having to change each radio code 
manually. 

Additional secure communication aeasures are 
provided for under ATr'. regional SRT concept. 
Portable cellular secure telephone units (STU) and 
STU facsiaile machines will be used to enhance 
operational security. Operations plans and other 
sensitive documents will be sent via STU facsimile 
to prevent unauthorized interception. Utilization 
of cellular STU telephones will ensure that voice 
communications will not be compr~mised. 

IV. AU' 8 .OLICY 1IU IDDBQRH IB DBALIIiG WID .,.. 
DDIA. 

DISC088IOII 

The Waco review pointed out several areas where ATF 
performed poorly in its interaction with the news 
media. This experience has enabled us to identify 
our weaknesses so that we may improve our 
performance in future crisis situations. 

CORBICTrYJ ICZIOM81 

A. Prop,r PUblic IDforaetioB offiqlr 811let101 

In crisis situations, aaintaining command and 
control is critical, but just as critical is the 
need to communicate quickly and effectively with 
the media and the public. 
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A tremendous burden is placed on personnel who are 
emotionally and physically involved in the 
aituation. As 800n as it is practical, peraonnel 
who are not involved in the command and control of 
the operation should assume responsibility for 
interacting with the media on a routine basi8. 

In future crisis situationa, personnel assigned to 
the operation, in order to provide the public and 
the media with initial information, should not be 
given other operational assignments during the 
criais situation. 

B. Qualitr Coptrol IDO Aqcouptablli$7 

A law enforcement crisis will generate national and 
international media attention. Command and control 
of the public information process will transfer to 
the Director and Deputy Director through the 
Assistant Director (Liaison and Public 
Information). This will ensure tbe timeliness of 
information being forwarded (not in competition 
with vital operational decisions) and appropriate 
coordination of information. 

When ai.statements are made or contradictory 
state.ents are reported, every effort will be made 
to determine the facts and correct the 
inaccuracies. 

Tbe field public information officers and 
Headquarters public information managers are 
included in the agency's crisis Management Training 
Course for senior managers and incident commanders. 

Those responsible for public communications during 
a crisis will actively participate in planning 
sessions both prior to and during the crisis. This 
is essential to providing accurate information and 
to preventing the mishandling of sensitive 
information that could impair operational plans. 

c. 1.4il ' •• pOD •• I ... 

The Office of Public Information bas been working 
with tbe Enforcement Directorate on developing a 
Media Response Team concept. The Media Response 
Team will be comprised of senior special agents 
with extensive experience as public information 
officers in national incidents. They will 
coordinate the activities of media response teams 
and provide on-site public information oversight 
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and coordination with the Headquarters Office of 
Public Information. For example, in the Oklahoma 
City bombing, two public information officers were 
included in the response, and they shared office 
space with the incident commanders. 

D. Cri.i. CO .. UDicatioD' Policy 

Personnel from the Office of Public Information 
have met with representatives from BP Oil and 
Pepsico to discuss how they handle crisis 
management at their companies. Field public 
information officers have also obtained crisis 
management plans from many companies for staff 
review. In addition, we are also receiving 
proposals from companies that may assist the Bureau 
with training in crisis management/communication. 

ATF/s EOC has also developed a detailed, four-level 
notification and coordination protocol for major 
incidents. 15 It provides for a procedure in which 
all ATF senior managers can be immediately notified 
and brought together to appropriately respond to 
major incidents. 

There are several categories of callouts, most of 
which include contacting either the Assistant 
Director, Liaison and Public Information, or the 
Chief, Office of Public Information. 

I. PUblic IpformatioD Officer CORfer.pce. 

The first national Public Information Officer 
Conference was held in 1993, and focused on post­
Waco improvements to our public information 
program. In June 1995, a training conference for 
the public information officers nationwide focused 
on crisis management. Speakers for the course 
included Lieutenant Robert O'Toole of the Boston 
Police Department Office of Public Information, and 
Ms. Lee Hancock, Lead Reporter with the Dallas 

U ATF/s New Notification Procedures for Bureau 
Officials released in the memorandum of April 10, 1995, 
and addressed in the briefing paper dated February 17~ 
1995; Bates stamp Number 026966-026972. < 
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Morning News. Lieutenant O'Toole spoke regarding 
the public information officer's role in crisis 
management. Ms. Hancock spoke on the reporters 
perspective of the Waco and Oklahoma City 
incidents. 

• • 1 •• tructgriRq· 

As a result of ATF's restructuring, the functions 
of ATF'. public affairs and congressional affairs 
offices have been divided between one executive 
office and one directorate. The Liaison and Public 
Information Directorate now includes both the 
public information and liaison functions and is the 
clearinghouse for all information disseminated to 
the press and the public. This office coordinates 
closely with both the Public Affairs and 
Enforcement Offices at the Treasury Department. 
ATF's Executive Assistant, Legislative Affairs 
oversees all congressional matters for the agency 
in coordination with both the Legislative Affairs 
and Enforcement Offices at the Treasury Department. 

v. AU'. 8R" CAPUILZ"ZU WBRB .,00 LIIaI'BD. 

DI8ClJ88IOI: 

Although the departmental review praised the 
discipline and heroic acts of ATF/SRT personnel, it 
also pointed out a need to expand the capabilities 
of the SRT. More specifically, the review 
correctly concluded that the teams should be better 
equipped and provided with more specialized 
training." 

COBRIC'l'IVI AC1'IOJIII 

The implementation of the Regional SRT Program will 
greatly enhance ATF's tactical capabilities. The 
teams will consist of 30 special agents; team 
positions will include a fulltime SRT team leader, 
four assistant team leaders, a Forward Observer 
team, two tactical intelligence agents, and a 

16 Draft ATF 0 3210.9A, Guidelines for the Use of 
Field Division Special Response Teams; Bates Stamp 
Number 026653-026713. 
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crisis negotiation coordinator. The regional team . 
concept reduces the number of agents currently in 
the program but improves the overall quality of the 
teams. The regional teams will receive advanced 
training in all areas of tactical operations. In 
addition, these teams will be under the direction 
of the SAC of the Tactical Response Branch (TRB). 
This direct line of authority will lead to more 
effective management of training, operations, and 
resources. 

The TRB has developed "The Operational Risk 
Assessment"I' designed to identify critical elements 
that effect high-risk tactical operations in an 
effort to increase the safety to all agents, other 
law enforcement officers, suspects, and the public 
involved in tactical operations. The operational 
risk assessment is divided into four major 
categories to include the type of enforcement 
activity, the criminal history of the 
suspect/associate, the weapons possessed by the 
suspect/associate, and the location of the 
suspect/associate. Each major category is divided 
into subcategories. Each subcategory is assessed a 
numerical value. The numerical sum of all the 
categories is the starting point for development of 
the operational plan. Based on the information 
gathered from the operational risk assessment, 
planners will have at their disposal critical 
intelligence information needed to develop an 
operational plan. On a case-by-case basis, the 
tactical options considered may include use of 
rouses to lure out the suspect/associates and give 
law enforcement the advantage, the use of crisis 
negotiators to negotiate the crisis to a peaceful 
solution, waiting the suspect out, and as a last 
resort making a static entry. Given the choice, 
the first tactical option will be luring the 
individual out which will reduce the risks to the 
public and agents and ensure a safe peaceful 
resolution to the situation. ATF managers and in 
particular, SRT team supervisors, are firmly 
committed to the principle that a dynamic type 
entry is the last resort for any enforcement 
activity, and only to be used when all other 
options have been exausted. 

11 Draft Operational Risk Assessmenti Bates Stamp 
Number 026628-026629. 
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The implementation of the ATF operational plan was 
necessitated by the increase in violence 
encountered by agents during the execution of 
aearch warrants, arrest warrants, and undercover 
operations. The operation plan is designed to 
identify parameters of enforcement operations in an 
effort to increase the level of preparation and 
safety of all agents. 

The ATF operation plan will be prepared during the 
planning process of all search warrants, arrest 
warrants, and undercover operations where ATF is 
the responsible agency for anyone of the above 
enforcement activities. The use of a well written 
operations plan in concert with a thorough briefing 
substantially enhances the safety of the agents, 
public, and suspects. 

A. Dey.lop B.tt.r conting.ncy Plap,/p.rimetlrl ' 

The SRT training developed after the Waco 
investigation at Fort McClellan, Alabama, includes 
several small-scale tactical problems and one 
large-scale tactical problem. These will require 
the teams involved to plan for perimeter security 
and support. A contingency plan will also be 
required to support the primary raid plan. This 
contingency plan must be incorporated into every 
phase of the raid plan from method of arrival 
through securing the scene. 

I. DlV.1op 'pt,rrlo, l.t."D IBT' aDd rOrward 
Ob.,rvlr T ... , 

Forward observer teams were invaluable at Waco but 
could have been used more effectively. These teams 
should have been involved in formulating the 
tactical plan and deployed strategically in order 
to provide 360-deqree coverage of the compound. 
Furthermore, although this was a new program with 
ATF, the forward observer training needed to be 
formalized and expanded so that intelligence 
gathering techniques, as well as shooting skills, 
could be emphasized. 

II ATF Special Response Team Forward Observer 
Training; Bates Number 07010-07272. 
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In order to improve this program, ATF's training in 
this area has been greatly modified. Our first 
extended SRT training was held in October 1993. It 
included classroom instruction, as well as 
practical exercises in the integration of the 
forward observers into the SRT program. 

c. D9y.lqp IOltaa' N'gotiatioD capabilities 

At present, the TRB, in conjunction with the 
Houston Police Department, has developed a 
Hostage/Crisis Negotiations School for 
agents in each field division who are selected by 
their SAC to attend a basic course in this 
discipline. The training consists of an SO-hour 
course on the art and science of hostage/ crisis 
negotiations. The first training course for 24 
special agents was completed on September 29, 1995. 

D. Pur'»' Title III Applicatiop 

ATF currently has Title III authority for use in 
the investigation of specific firearms and 
explosives violations. ATF has incorporated a 
course on the emergency application for Title III 
interception into its 2-week Hostage/Crisis 
Negotiations School. ATF will also incorporate 
this same course into the next advanced SRT school. 

Under current status, no specific Title III 
authority exists for ATF to gather criminal 
intelligence for the express purpose of agent 
safety. However, the possibility does exist that 
during the course of conducting a routine and 
lawfully obtained Title III intercept, information 
may be acquired which could be utilized to avoid a 
possible crisis situation. 

B. we,poD./Sp.cial lqUip •• pt Sellctiop and 
TrailiDg 

Much discussion has been generated regarding the 
types of weapons carried by ATF agents at Waco. 
Because the plan called for the quick entry into a 
thin-walled structure that contained both women and 
children, only a limited number of AR-15 rifles 
were requested by SRT team leaders to complement 
the MP-5 tactical carbines carried by other agents. 
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Once the firefight occurred, some agents recognized 
that their supplY,of ammunition was limited, as 
others expressed concern over the lack of AR-15 
rifles that had been made available • 

. 
Suffice to say, hindsight clearly reflects that 
there was insufficient weaponry, ammunition, and 
tactical capabilities (e.g., smok., tear gas, etc.) 
to successfully overcome such an unprecedented 
attack. However, our need to constantly review our 
weaponry, policies, and equipment is a valid issue. 

CUrrently, all ATF agents are armed with Sig Sauer 
.gmm semiautomatic pistols. In addition, auxiliary 
firearms, tactical carbines, shotquns, and Colt AR-
15 rifles are issued and/or available to all 
agents. Members of the .forward observer teams are 
issued .30S-caliber Remington sniper rifles. 
Agents must qualify quarterly with their issued 
weapons (with the exception of members of the 
forward observer teams who qualify on a monthly 
basis). 

Furthermore, SRTs have specialized training and 
capabilities in the following areas: 

• Diversionary Devices - All field division SRTs 
are qualified to use diversionary devices 
(tactical equipment designed to create a noise 
distraction in order to give additional time 
advantage to law enforcement personnel when 
executing some high-risk warrants). 

• Tear Gas - This training has now been 
incorporated on a limited scale into the SRT 
training at Fort McClellan. 

P. Iaprov,d Cgpmlad 108t MaDaq,.'Dt 

The need for improved command post operational 
management became apparent following the Waco 
operation. A need was recognized to train SAC/ASAC 
personnel on how to set up a functional command 
post. This training has been incorporated into the 
crisis management training and is provided to ATF 
management and SRT team leaders by the IACP. 
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G. _hllla• ,..clmoloqy 

ATr'a SOD conducts ongoing research to continually 
improve the technology and tactics used by the 
SRTs. As a result of this effort, all ATF field 
agents have been issued new level III body armor. 
SOD has acquired Simrad night vision equipment for 
use by SRT forward observer.. SOD'. Air Operations 
Branch currently has seven OV-l0 aircraft which are 
equipped with a forward looking infra-red system 
(FLIR). The FLIR ia an advanced thermal imaging 
system which can be used in conjunction with SRTs 
for surveillance in condition of low visibility or 
darkness. 

B. ,.'Ieh 'ondynuic lAta "'cJmigu., 

A large number of ATF high-risk warrants involve 
narcotics. One of the goals of the SRT in these 
cases is to -dynamically- secure the premises 
before suspects have an opportunity to destroy the 
evidence or to resist the agents in any manner. 
This type of entry is common with most Special 
Weapons and Tactics (SWAT) teams, especially those 
that serve drug warrants. This is the most common 
technique used by SRTs, and training 1n this area 
is extensive at Fort McClellan during the SRT basic 
school. 

Some teams, including the Los Angeles SWAT, are 
hesitant to use dynamic entries wben there is no 
evidence on the premises that can be easily 
destroyed. They prefer to surround the premises 
and, from covered positions, call the subjects out. 
Even though this technique has some negative 
aspects (subjects can refuse to co •• out, 
neighborhood has to be evacuated, etc.), it bas 
enough merit for our SRTs to always consider using 
tbis as the first option when planning tactical 
operations. 

The SRT basic course curriculum has been revise~ to 
include instruction of 80me on the techniques 
needed to conduct siege operations. The 
development of the hostage ne90tiation program will 
further provide the teams with the resources needed 
to make this option .ore viable. The new basic 
scbool will also emphasize that dynaa1c entries are 
the last option, and containment callouts should be 
considered whenever possible. 
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In May 1994, ATFinv~ted select members of our SRT 
instructor cadref-. e~rts from the IACP, and 
members of the uses warrant Entry Team training 
cadre to Fort McClellan to assist in the 
development of our ~dvanced SRT Training_ As a 
carryover from our'iasic SRT Training, areas such 
as operational planning, contingency planning, and 
interfacing between SRTs and forward observers will 
continue in our advanced school. 

I. lQaD" •• 4ic .roar .. 
In Auqust 1993, ATF conducted a Pre-hospital Trauma 
Life Support course for 52 special agents and 
Bureau Headquarters personnel. Two agents from 
each field division and the ATF National Academy 
attended. The training was' held at 
Fort Bragg and was given by u.s. Army Special 
Forces medics. 

~ In addition to the above, a MOU has been 
established between'ATF and the Uniformed Services 
University of th_Health S~iences (USU) Casualty 
Care Research Cen~r, a Department of Defense 
agency that emplors a multitude of· combat trained 
physicians, nursas, and paramedics who continually 
support law enforcement ag'encies throughout the 
country. This MOU encompasses training a select 
number of ATF agents as national register emergency 
medical technicians (EMTs), and as advanced 
tactical emergency medical technicians, who are 
capable of functioning in extremely volatile law 
enforcement situations. 

In addition to training under the aforementioned 
MOU, the USU will also provide medical consultation 
services to ATF, as well as advanced medical 
support (e.g., doctors, nurses, paramedics) for out 
agents in dangerous situations. 

Working in close conjunction with the USU, the TRB 
proposes to train two or three agents per field 
division as national register EMTs. This proposal 
has already been initiated with the participation 
of 24 agents in a 3-week intensive National 
Emergency Medical Technician School. This school 
was sponsored by the USU and supported by ATF's SOD 
and the Training and Professional Development 
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directorate in July 1995. Another basic national 
EMT school is already scheduled for January 1996, 
in addition to an advanced Tactical Emergency 
Medical Technician School, which is scheduled in 
Auqust 1996. This school will include the 
attendance of all ATF EMT certified agents who have 
previously attended the Basic National Register EMT 
class in July 1995, as well as the agents scheduled 
for the January 1996 school. 

Once trained and certified, the agent EMTs will be 
able to support all tactical situations in the 
field whether SRT-related or not. This would 
include undercover operations, NRT operations, and 
any other potentially dangerous law enforcement 
operations encountered by ATF. This ability alone 
will add an important level of agent safety. 

In addition, these SRT EMTs will be capable of· 
training all agents in first aid/first responder 
techniques as well as cardiopulmonary 
resuscitation. Because of the in-house nature of 
this training, the emergency medical knowledge 
obtained by each agent in the field will remain up­
to-date and very cost effective. 

VI. LACK 01' UJfDaCOVD COImlOLS ('1'0 I.CLUDE FIXED 
8URVBILLaBCB OPERA'1'IO.S). 

DISCUSSIQI: 

The undercover operation lacked a control agent to 
debrief the undercover agent and transmit the 
information developed by the undercover agent to 
the incident commander/management team. 

COBRICTryI ACTIONS: 

A. Policy Dlv,lopm'Dt 

As investigations become more complex and 
extensive, coordination and direction of all facets 
of the investigation may well exceed the 
capabilities of the case agent. 

ATr's Tactical Intelligence Branch, Intelligence 
Division, has developed a formal policy and 
training program to address this issue. ATF Brief 
3220.2, entitled, "Oversight and Control of 
Undercover and Surveillance Operations," was 
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adopted on August 22, 1994, and is currently in 
place." 

According to the brief, at the discretion of the 
SAC, the field division 10 may be used to assist 
the case agent in large investigations to ensure 
that undercover and surveillance activities are 
properly conducted and that the information 
required from these activities is properly 
collected, documented, and evaluated. During these 
investigations, the 10 should also ensure that the 
information is disseminated to those requiring it 
in a timely and accurate manner. The 10 is not 
part of the supervisory chain of command and 
operates under the direction and control of the . 
supervisor responsible for the investigation he/she 

. is assisting on. 

RISPONSIBILITIES 

When the SAC designates the 10 to assist during a 
long-term and/or large-scale undercover operation, 
the 10 will ensure that the responsibilities of the 
undercover and surveillance agentes) are clearly 
defined and adhered to and that the following is 
accomplished: 

1. Debriefing of the undercover agentes) as soon 
as possible after an undercover contact and 
dissemination of developed information to 
appropriate individuals in a timely manner. 

2. Maintenance of an accurate undercover activity 
l~. 

3. Timely preparation of written reports of 
contacts by undercover agents. 

4. Proper and accurate maintenance of a 
surveillance log-

.9 ATF B 3220.2 Oversight and Control of Undercover 
and Surveillance Operations dated August 22, 1994; 
Bates Stamp Number 026534-026535. Also memorandum 
dated February 22, 1995, Guidelines for sensitive 
Undercover Operations; Bates Stamp Number 026799-
026813. 
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Proper handling, storage, and duplication of 
surveillance evidence (e.g., photographs, 
videos, audio recordings). Ensure timely 
dissemination of this evidence to appropriate 
individuals. 

Ensure that proper equipment is utilized in 
intelligence qathering operations. 

Implementation and adherence of proper 
communications and operational security 
procedures. 

Ensure that the raid management team must have 
the most up-to-date and complete intelligence 
information available to use in their raid 
planning. 

ATF has made significant strides to enhance the 
Bureau's undercover operations. Recently, SOD 
developed a uniform operational plan.- This 
operational plan provides several essential 
quidelines, while stressing the safety of agents, 
violators, and the general public. ATF is also 
establishing guidelines for sensitive undercover 
operations and subsequent review by the newly 
formed undercover review committee (URC). The ORe 
is comprised of upper level supervisory personnel 
who will be responsible for reviewing and approving 
all sensitive undercover operations. These 
sensitive guidelines require the ultimate approval 
and consultation of the Associate Director 
(Enforcement). 

ATF has implemented ATF 3210.9, Development of 
Sensitive Undercover GUldelines, which outlines the 
duties of the Undercover Review Committee and the 
manner in which they examine and approve sensitive 
undercover operations. 21 

Z ATF B 3210.8, Implementation of ~TF 
Operational Plan, dated January 27, 1995; Bates stamp 
Number 026601-026611. 

21 ATF B 3210.9, Development of Sensitive 
Undercover Guidelines and Undercover Review Committee 
dated May 5, 1995; Bates stamp Number 026612-026627. 
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In order for the changes made at ATF after Waco to 
truly make a difference, the Director determined 
that ATF needed to completely revamp the way it 
does business on a broader scale. He determined 
that ATF needed to improve its organizational 
structure. 22 

Director Magaw completed the restructuring of his 
Headquarters staff in october 1994. He believed 
that the successful future of ATF was dependent 
upon a well-trained, professional work force, and 
to this end, he elevated the training function to 
an executive level position, and created the 
Training and Professional Development directorate. 
Furthermore, in the face of constant demands to do 
more with less, he created a Science and 
Information Technology directorate to ensure that 
ATF would keep pace with science and technology 
developments that can improve our effectiveness. 
On science and technology issues, ATF now 
coordinates with other Treasury agencies through 
the Treasury Enforcement Council. He a180 
strengthened the internal review processes to 
provide for a strong, well-staffed inspection unit 
to conduct both operational reviews and internal 
investigations. 

Additionally, Director Magaw established the Office 
of the Ombudsman to provide all levels of the 
Bureau direct access to the Office of the Director. 

22 Approved Restructuring Proposal, September 1994; 
Bates Stamp Number 26322-26500. 
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No law enforcement operation is risk free, and not all 
mistakes can be eliminated by systemic changes. The 
human factor of making difficult decisions under 
stressful circumstances is inherent in law enforcement 
operations. The existing ATF systems and the quality 
of people involved have, in fact, established a 
remarkable track record of success in carrying out our 
mission. What we have learned from Waco, however, is 
that despite these successes, there are a number of 
areas where we were deficient. The events of Waco 
taught us painful but important lessons that cause us 
to improve our ability to safely and effectively carry 
out a mission that brings us into contact with some of 
the most violent and dangerous criminals in America. 
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